A BILL (PROPOSED) 


WILLI-AH G. FLORENCE 

MAY/ i 9 7 2 . 


To define and provide for designating certain official information as requiring 
protection in the interests of national defense, and for other purposes. 

Be it enacted by the Senate and House of Representatives of the United 
States of .Ame r ica in Congress assembled , 

SHORT TITLE 

SECTION 1. This-Act-may be cited-as the "National. Defense Data Classification 
Act of 1972." 

POLICT 

SECTION 2’. The authorisation in this Act for the President and specified departments 

and agencies of the Executive branch to safeguard certain official information as 

requiring protection in the interests of national defense and the standard 

established in this Act for the use of such information, including its dissemination 

to the Congress, are consonant with: “ „ 

w * * 

(A) The provisions in the United States Constitution that Congress shall make 
no lav abridging the freedom of speech or of the press; 

. (B) The right and essential need of the Congress and the citizens of the 

V 

t 

United States to be'informed concerning th9 activities of the Executive branch; and 

(C) The interests of national defense which require preservation of the ability 
of the United States to protect and defend itself against hostile or destructive 
action by covert or overt means, including espionage as well as military action, 
but which also reflect broad dedication of the Federal government with commensurate 
interchange of information in and. outside the country involving legislative action, 
foreign relations, industrial and economic development, international trad9, and 
social endeavor as well as conventional military functions. 

DESIGNATION OF NATIONAL DEFENSE DATA 

SECTION 3. (A) (l) Official information originated or acquired ty an Executive 
branch department or agency as listed in section !i, the unauthorized disclosure of 
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which would damage the national defense may be classified and designated as being 
in the category* of Secret Defense Data. 

(2).v*Except as otherwise provided in law, no other designation shall be 
used to classify information as requiring protection in the interests of national 
defense. Provided that the President or the head of a department or agency 
originating or receiving Secret Defense Data may use such routing indicators as 
might be appropriate to assist in limiting the dissemination of individual items of 
such information to designated recipients, and Provided further , that nothing in 
this Act shall be interpreted as requiring release to the public of ary information 
relating to.the national defense or - as having any effect on statutes applying to 
protecting, handling, copying, obtaining, communicating or disclosing official"or 
moff icial^infornation. relating-torthsLnational -defense *• • 

(3) For the purpose of this Act, !l would damage the national defense” as used ill 
subsection (A) (l) shall include the following: 

(1) Disruption of foreign relations aff ecting the national defense . 

(2) Compromise of a current contingency plan or operational plan for the 

defense of the- United States against armed attack; 

' " l 

(3) Compromise of a current intelligence plan or*- operation important to the 
national defense; 

( h) Compromise of an official cryptologic system vital to the national 

defense; 

(£) Disclosure of official information regarding a technological develop¬ 
ment primarily useful for military purposes which disclosure in itself would 
eliminate a known technological lead-time of the United States vital to the national 
deiense. Provided ohat the Secret Defense Data designation shaLl not include basic 
research or information resulting therefrom; and 

(6) Disclosure of official information which disclosure in itself would 

make a current military weapon system or military operation vulnerable to successful 
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hostile attack or other successful countermeasures. Provided that the Secret Defense 


Data designation shall not apply to information necessarily exposed or otherwise 
disclosed by the existence or operation of a weapon system or military unit, or to 
routine movement, training or support of military units not engaged in combat or 
combat-related operations. 

AUTHORITY TO CLASSIFY 

SECTION h. (A) The President and the head of only the following departments and 
agencies may exercise -authority for classifying official information as Secret 
Defense Data: 

(1) Such offices in the Executive Office of the President as the President 
may designate, in writing; 

(2) Department of State; 

(3) Department of the Treasury; 

(U) Department of Defense; 

( 5 ) Department of the Army; 

(6) Department of the Navy; f 

(7) Department of the Air, Force; 

(8) Department of Justice; 

(9) Department of Commerce; ^ 

(10) Department of Transportation; 

(11) Central Intelligence Agency; 

(12) Atomic Energy Commission; 

(13) National Aeronautics and Space Administration. 

(B) The head^of a department or agency having classification authority may 
designate in writing such of his deputies, assistants and other subordinates as he 
deems necessary to exercise authority for classifying-official information within 
their respective functional responsibilities according to this Act, Provided that 
a person who copies or otherwise reproduces or uses information alreacfy- designated 

as Secret Defense Data shall not require classification authority to put the 
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designation on material containing the information and shall not be delegated 
classification authority for that purpose. 

(C) Each person designated in a department or agency to exercise classification 
authority shall be furnished with written instructions advising him of the subject 
matter which he may classify and of such other requirements as shall apply to him in 
exercising his classification authority. 

(D) The head ox an office in the Executive branch who is not designated to 
exercise classification'authority-under this Act but who originates or suDervises 
the origination of official information believed to qualify for designation as 
Secret Defense Data may recommend classification by the person or office having 
both a direct official interest in the information and the authority to classify it. 

CLASSIFYING INFORMATION 

SECTION 5>. (A) The Secret Defense Data classification may only be applied to 
official information which specifically qualifies for classification according to 
section 3 and which is assigned the Secret-Defense Data^claqsixication by an official. 

* designated in or according to section lx. 

(B) An item ox information, including information contained in a document or 

other material object, shall be considered for classification according to what it 

V. 

reveals and not according to its relationship to other information, and no document 
or other material shall be classified unless it contains or reveals an element of 
official information specifically designated as Secret Defense Data according to 
this Act. 

(C) A routing designator may be assigned to Secret Defense Data at the time of 
or subsequent to classification so as to identify it as being subject to specified 

/^restrictions on reproduction and dissemination. 

(D) A document or other material object, including communications transmitted 
by electrical means, containing or revealing information designated as Secret Defense 
Data according to this Act shall, be appropriately and conspicuously marked or 
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otherwise identified to show the following: 

(1) The marking n Secret Defense Data;" 

(2) The routing designator if one was assigned; 

(3) The office of origin; 

(I 4 .) The date of origin; 

(5) The classification authority by name and title; and 

(6) The date of original classification of the Secret Defense Data. 


(E) In addition to other required markings, each document designated as Secret 
Defense Data shall also contain a meaningful statement identifying the information 
which requires protection so as to permit other information to be used without the 
encumbrance of classification, or each separate paragraph and other separate segment*' 
shall be marked to show whether it contains Secret Defense Data. 

DECLASSIFICATION OF SECRET DEFENSE DATA 

• SECTION 6. (A) When information designated as Secret Defense Data no longer requires 
protection against unauthorised disclosure to preclude damage to the national defense 
or no longer could reasonably be protected against unauthorized disclosure it shall 
be declassified by the official who assigned or authorized the classification, by a 
successor in office, or by a higher supervisory official. 

(B) The head of an office which has responsibility for functions transferred 
xfrom another office shall exercise declassification authority for such Secret 
Defense Data as falls within the purview of the transferred functions, and shall 
designate one or more officials to accomplish declassification as required by 
subsection 6 (A), provided that when an office ceases to exist and there is no 
transfer of functions to another office, such Secret Defense Data as remains shall 
be transferred to the General Services .Administration and that agency shall 
exercise declassification authority. 


(C) Declassification of Secret Defense Data shall be accomplished by issuance 
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of an official announcement describing or otherwise identifying the information 
involved, or by the declassification authority authenticating the declassification 
according to subsection 6 '(F) on the record copy of a document and notifying holders 
of copies of the document that the information has been declassified. 

(D) Information designated as Secret Defense Data which has not been declassi¬ 
fied by the President or a department or agency as provided in subsections 6 (A)-(C), 
and which is not covered by statute, shall automatically become declassified two 
years from the end of the month of original classification, regardless of whether 
documents or other naterial objects containing or revealing the information are 
marked to show the declassification. Provided that a later date may be designated as 
follows for the declassification of information deemed to be of such importance and 
sensitivity that continued protection should be permitted as indicated to preclude 
damage to the national defense as defined in section 3 (B), and Provided further 
that any information assigned a deferred automatic declassification date shall be 
subject to non-automatic declassification at any time: ? 

' (l) Subject to restrictions pres cribed by the head of the department or 
agency, the classifying official may designate a declassification date for an item 
of information not later than four years from the end of'.the month of original 
classification; 

(2) The head of a department or agency may designate a declassification 

date for an item of information not later than eight years from the end of the month 

| 

• j 

of original classification; and after the seventh year of classification of an item 
that w r>r| ~i (j.compromise a current intel ligence operat ion or a cry ptologic system vital 
to the national defense, he may sign an order deferring declassification until a 
date not later than, 12. years from the end of the month of original classification. 

(E) The head of an office or other person having custom of a Secret Defense 
Data document or other material object which he believes no longer requires classi¬ 
fication and concerning which he does not have declassification authority may 
recommend immediate declassification by the classifying official or by higher 
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authority as appropriate. Provided that extracts -from a document which the custodian 
knows do not qualify for designation as Secret Defense Data may be used as 
non-classified information without referral'for declassification. 

(F) The holder of a document or other material object containing information 
bearing the Secret Defense Data designation but which has been declassified, 
including items automatically declassified, shall line through or otherwise cancel 
the classification marking as soon as practicable and annotate the item to show the 
date of and authority for declassification try name and official title or try 
citation of such official announcement as was made, Provided that material in 
storage need not be marked or annotated until it is withdrawn for use, and 
Provided further that material containing declassified information which is desig¬ 
nated for destruction need not be marked to show declassification and may be 
destroyed according to procedures applicable to other non-classified material. 

STANDARD FOR DISSERTATING SECRET DEFENSE DATA 
SECTION 7. (A) The standard for dissemination of Secret Defense Data within or by 
a department or agency shall be as follows. Provided that no person may withhold or 

f 

authorise withholding information or material from the Legislative branch on the 
basis that it is designated or qualifies for designation as Secret Defense Data: 
"Knowledge or possession of classified defense information shall be permitted only 
to persons whose official duties require such knowledge or possession in the interest 
of promoting national defense." 

• i 

(B) The term "official duties" shall include functions or services of persons 
performed in the accomplishment of official programs or projects or other official 
tasks regardless of whether they are officers:or.employees of the United States, 
Provided that nothing in this Act shall be interpreted as- authorising the dissemina¬ 
tion of an item of Secret Defense Data to ary person deemed incapable or not 
trustworthy enough to accord the item the degree of protection needed. 
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TMPT.TftfSMTATTON AND REVIEW 

SECTION 8 . (A) The President shall promulgate through the National Security 

Council or otherwise such regulations as may be appropriate to implement and carry 
out the provisions of this Act. The regulations shall be promulgated nou later tnan 
30 days prior to the effective date of this Act and shall include tne folio wing 
policy areas: 

(1) Prohibition against designating or keeping information designated as 
Secret Defense Data which has already been exposed or which cannot be protected 
effectively from exposure or other disclosure while in use, or ths unauthorised 
disclosure of which would not in itself damage tne national defense; 

(2) Limitations on assigning or retaining the Secret Defense Data designa¬ 
tion on information which necessarily must be disseminated or used outside the 
Executive branch, find also a statement of the conditions for permitting the dissemina 
tion or use of Secret Defense Data by contractors and others outside the Government 3 

(3) Procedures for narking Secret Defense Data material, and declassified 

material; 

(li) Maintenance of accountability records for each item of Secret Defense 
Data originated by or for a department or agency until at^ least two years after 
destruction or loss of the item, or until it has been declassified; 

(3) Limitation on the reproduction of Secret Defense Data documents, 

including the initial production of them; 

( 6 ) Protection of Secret Defense Data against unauthorized disclosure 

while in use, transit or storage; 

(7) Destruction of Secret Defense Data material when it is no longer 
needed, and. methods of destruction.; 

( 8 ) Conditions for permitting retention of the Secret Defense Data 
designation on documents transferred to records repositories; and 

(9) Administrative action to be taken against officers and employees of 

the Executive branch who violate provisions of this act and implementing regulations, 
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(B) The President shall direct that the National Security Council monitor the 
action taken by departments and agencies to implement and adhere to the provisions 
of this Act and the regulations promulgated by the President. To assist the National 
Security Council, an official with appropriate staff shall be designated to perform 
the following functions: 

(1) Obtain and review departmental and agency implementing regulations 
and those of such subordinate components as may be necessary to determine the 

effectiveness of departmental action; 

(2) Hake inquiries on a periodic basis regarding the need for assignment 
or retention of the Secret Defense Data designation on selected documents and other 
material; 

(3) Conduct visits on a periodic basis to observe the practical applica¬ 
tion of classification and declassification policy by oificers and employees of 
departments and agencies and the safeguarding of Secret Defense Data; 

(li) Receive and respond to suggestions and complaints from persons in or 
outside the Government regarding the implementation of this -Act by departments and 
agencies, and in consultation with departments and agencies involved, assure that 
corrective action is taken as appropriate; 'y 

(£) Recommend that action be taken by the National Security Council or 
the President when necessary to assure that departmental or agency action conforms 
with the provisions of this Act and the Presidents implementing regulations; and 

(6) Render a report April 1 and October 1 each year to the National 
Security Council showing the significant actions taken during the reporting period 
and the results of inquiries and visits conducted. Provided that a copy ox the 
report as app roved by the Council, shall be submitted, to tha President.- of the. 

Senate and the Speaker of the House of Representatives, United States Congress, 
not later than 30 days after the end of the reporting period. 


- 9 - 








EXISTING CLASSIFIED INFORMATION 

SECTION 9. (A) Official information originated or acquired by a department or agency 
and carrying the classification designation."Confidential," "Secret" or Top Secret 
shall be subject to the restrictions and other provisions of this Act regarding the 
designation of information as requiring protection in the interests of national 
defense and the use and declassification of such information as qualifies for the 
Secret Defense Data designation, Provided that prior to the effective date of this 
Act the President or the head of a department or agency may designate in writing 
specific types or items of information as qualifying xor designation and protection 
as Secret Defense Data regardless of whether they are marked as sucn, and may desig¬ 
nate or authorize the designation of deferred automatic declassification dates for 
such items according to Section 6 (D)» 

(B) Subject to review procedures established by the head of a department or 
agency, the officer or employee having custody of a Confidential, Secret or xop Secret 
document or other material object in use or withdrawn from file or storage for use 
shall mark it to show that it has been designated and continues to' qualify for desig¬ 
nation as Secret Defense Data, or he shall mark it to show that it has been declassi- / 

fied and cite this Act as the authority for such marking unless declassification was 

" . i 

accomplished before the effective date of this Act. \ 

ATOMIC ENSRGT RESTRICTED DATA 

SECTION 10. This Act shall not affect any requirement made by or under the Atomic 
Energy Act of August 30, 193U, as amended, regarding the designation and protection 
of Restricted Data as defined in that Act. 

FOREIGN CLASSIFIED INFORMATION 

SECTION 11. (A) Information or material originated and classified by a foreign 

government or international organization and furnished to the President' or a depart¬ 
ment or agency of the Executive branch under conditions involving protection in the 
interest of mutual defense may be accorded protective use under regulations 
promulgated by the President or the head of the department or agency. Provided that 
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no person may withhold or authorize withholding from appropriate Congressional 
committees such information or material on the basis of the assigned classiiicauion 
or any contrary agreement imposed by a foreign government or international 
organization. 

(B) Any classified information received from a foreign government or 
international organisation which qualifies for designation as Secret Defense Data 
may be so designated and handled according to the provisions of this Act. 

EFFECTIVE DATE 

SECTION 12. The effective date of this Act shall be the first day oj. the fourth 
month following the month during which it was enacted. 



\ 
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